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Abstract: 

This paper is a brief study and analyses of the use and legality of 
artificial intelligence, drone warfare and depleted uranium munitions 
on the battlefield and beyond. Depleted uranium munitions are the 
tip of the tank busting spear. They are great for penetration of heavy 
armor, and are excellent kinetic energy weapons, but they are not 
only dangerous for the enemy but dangerous and deadly for all of us. 
How do these weapons impact the warzones of the 20

th
 century? The 

paper is a brief study and analyses of the use and legality of artificial 
intelligence and depleted uranium munitions on the battle field and 
beyond. How are the legal principles of the laws of war relevant in 
this context?  When artificial intelligence comes across a no-win 
scenario such as the Kobayashi Maru from Star Trek, what happens 
then? We are fast losing the human in the loop decision making. 
Drone warfare is the warfare of the 21

st
 century but how legal is a 

pilotless drone with an artificial mind, and are we losing control over 

war?   

LEGALITY OF WAR 

During the last century, we humans have acquired the ability to 
annihilate our species with the help of nuclear, chemical and 
biological weapons. Weapons of science fiction have become a 
reality, and not only that but their ability and lethality is multiplying 
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at a very fast pace. The war on terror gave rise to many legal 
doctrines as well as legal anomalies. Unmanned flying drones have 
been in use for decades, it was for the first time in the war on terror 
that drones were equipped with munitions and were used to take out 
targets in different parts of the world. The use of drones or killer 
robots raises many questions for legal academics and practitioners 
interested in the study and development of the laws of armed conflict. 
The laws of war or humanitarian laws are based on recognized and 
established legal principles. According to the International 
Committee of Red Cross, humanitarian laws are defined as “a set of 
rules which seek, for humanitarian reasons, to limit the effects of 
armed conflict. It protects persons who are not or are no longer 
participating in the hostilities and restricts the means and methods of 

warfare”.
 (1)

 

The laws of war only come into play when an armed conflict begins, 
which means that these laws do not deal with the issue of the legal 
status of the decision to enter an armed conflict but are only limited 
to the way a war is conducted. A conflict maybe illegal but this does 
not mean that the methods used to fight in such a conflict are also 
free from any legal requirements. Each action in the illegal conflict 
will be judged independently. It is true that the enforcement of the 
laws of war is quite different then the way the laws are administered 
and protected within a municipal setup, and it is correct to state that 
the victors of an armed conflict are usually the ones giving out 
punishments for any violations of the laws of armed conflict. This is 
the very reason why many, if not most legal scholars, do not classify 
the laws of war as true laws because of their improper and 
imbalanced application in a post conflict scenario. It will also be 
incorrect to declare laws of war as completely ineffective because 
there are some strong reasons for the effective enforcement of the 
laws of war. Public opinion on national as well as international level 
can be a powerful reason for countries to try to keep their actions on 
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battle field within the limits of law especially because of the 
interconnected and visual nature of the contemporary mass and social 
media.  Another reason for following the legal rules is the TIT-FOR-
TAT situations where a country will not violate the laws of armed 
conflict because if they do violate the laws then the enemy will also 
do the same. This may have been a reason for the lack of chemical 
weapons use during the Second World War though such weapons 

were used during the First World War and many other colonial wars.  

DRONES AND AI 

Killer robots or drones are being used by the United States and its 
allies in Yemen, Afghanistan and Iraq. Though the use is not limited 
to only these theaters of war but these are the theaters of war most 
people are aware of through the news and social media. The first 
major issue with the drone warfare has to do with the actions 

involving death of the enemy.  

The legal status of the act of killing in war is completely different 
then the same act being done when no war exists. The period 
between the start and the end of hostilities can be recognized as war 
or an armed conflict.  

If people are being killed and property is being destroyed without an 
armed conflict in play then such killing can be classified as murder. It 
must be understood that killing on the battlefield is not considered 
murder in the classical sense of the term taken in its municipal legal 
context. On the battle field, a death due to the violation of the laws of 
war is considered a war crime. In war, not everyone or everything 
can be a legitimate target. Civilians are never supposed to be legal 
targets, but if civilian structures are being used for dual purposes then 
such structures can become legal targets. Bridges and power stations 
can be classified as dual purpose targets which mean that they can be 
targeted provided that they are being used or can be used by the 
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enemy for tactical advantage in war.  

Collateral damage is a reality of war, but since there is no precise 
standard which can be used to gauge the legality of such damage it is 
very difficult to declare specific collateral damage as legal or illegal. 
This is why the collateral damage related to one incident may be 
declared illegal or excessive by one group of legal scholars while 
another group might consider the same action as justified. This 
confusion maybe decreased by the logic of legal justification. In war 
there must be some sort of a legal and ethical justification for an act. 
Many of the legal rules for the conduct of soldiers during war are 
based on principles of ethics. When ethics are codified into statutes 
or become rules of customary law, they are not just recommended or 
suggested codes of conduct anymore, but they have the force of law 
behind them. In the contemporary war on terror many of the rules 
and laws of armed conflict have been given different legal 

interpretations and applications.  

Drone is the word used for armed flying robots which fly day and 
night in many geographical regions of the world. Drones fly in most 
regions with the permission of the host countries though the civil 
society and citizens of these countries keep on raising the issue of 
violation of state sovereignty on many national as well as 
international forums. In such cases, the flights of drones within many 
of these countries are legal and cannot be considered violations of the 
airspace of those countries. 
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Figure 1. General Atomics MQ-9 Reaper 

This legal status of the drones in a state’s airspace is due to the 
permission by the host country, but killing in the host country is a 
totally different matter. According to the universally accepted legal 
principles, it is illegal for a government to kill its own citizens 
without trial or allow any other state to do this on its territory in the 
absence of an armed conflict or a strong and proper legal 

justification.  

Drones carry powerful weapons, and they are also equipped with the 
most advanced and state-of-the-art cameras and sensors which keep 
on measuring, recording and collecting data.

 (2)
 Because so much data 

is being collected, it creates information overload which means that 
more time and people are needed to go through all the data collected 
to gather information and intelligence. New algorithms are needed to 
go through such data because it will be close to impossible for 
humans to do it especially with the limitations in manpower and the 
secret nature of such information. Complicated mathematical 
algorithms are applied to the data by powerful computers in order to 
extract information. This means that the artificial intelligence of the 
drones may spot a structure and analyze it using its own artificial 
brain and then designate it as structure in the use of the enemy and 
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hence classifying it as a legal target.  

Today a human is in the loop, which means that a human will have to 
verify the information before the coordinates are entered the 
launching mechanism of a bomb or missile. Within the near future, 
especially with the increase in number of drones and increased flying 
hours, it will be impossible for a human to be in the loop. This means 
that targets will be acquired as well as vetted by the artificial 

intelligence before munitions are launched at the target.  

 

Figure 2. Drone Operators at Joint Base Balad (LSA Anaconda), Iraq, 20 April 2005 

FUTURE OF DRONES AND AI 

Today and for some time to come drones are and will be flown by 
humans on the ground, but we are rapidly moving towards a stage 
when even the flying will be done by the artificial intelligence 
without a human in the loop. Currently for example, if a drone pilot 
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makes a mistake in identifying a target and fires a missile at an 
ambulance believing it to be an armored personal carrier someone 
has to be held accountable and must pay for this mistake. In other 
words someone will have to be held responsible and that someone 
maybe the pilot or the manufacturer of the sensors which gave the 
wrong information to the pilot or the government which made the 
pilot and his drone do what they did by placing them in a kill zone 

with orders to kill. It can be anyone of these or even others. 

But what if the drone is being piloted by artificial intelligence and the 
targets are also being analyzed and acquired by artificial intelligence 
and the same thing happens again.

 (3)
 The second scenario is different 

because there is no human in the loop and everything was done by 
the machine on its own. In this case, the question of placing the 
responsibility on someone will be a much more complicated task. If 
there was no human intervention in the action then the company 
which made the software or hardware that was used to find analyze 
and attack  the target may be responsible and legally liable as long as 
it can be shown that but for the company’s negligence or mistake the 
illegal act would not have taken place. The issue here is not so clear 
because the artificial intelligence is on its own.  The primary reason 
for the artificial intelligence to be in play in this scenario is going to 
be the fact that the amount of data being processed, and the 
endurance required for such a flight was beyond the human capacity. 
Therefore artificial intelligence did what it was supposed to do, 
which was to fly the drone while acquiring analyzing and then 

shooting at the targets.   

This kind of a scenario creates new dilemmas not only for 
commanders on the battlefield but also practitioners and scholars of 
the laws of war. What if the artificial mind is flawless and it is not 
possible for the artificial intelligence to make a mistake. 
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Figure 3. Kobayashi Maru 

However, there are scenarios where a no-win situation may be in 
play. The most famous such scenario occurred in the Star trek

 (4)
 

series and is called the Kobayashi Maru.
 (5)

 In this fictional Star trek 
universe a space ship named Kobayashi Maru develops technical 
issues and ends up in a neutral Klingon

 (6)
 zone. The life support 

system onboard the Kobayashi Maru is not working and time is 
running out for the crew and passengers of the ship. If other Starfleet 
ships in nearby quadrants decide to enter the neutral zone they will be 
attacked by the Klingons and destroyed but if no rescue attempts are 
made then the people onboard the Kobayashi Maru will most 
certainly die. This is a classic example of a no-win situation.

 (7)
 

Though in the series Captain Kirk did beat the Kobayashi scenario by 
cheating that is for the sake of the story and the series. But, what if an 
artificial intelligence comes across such a situation then how will it 

decide to act in a no-win situation?  
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The artificial intelligence in many such scenarios may act in a 
manner which might be contrary to human logic. Human logic is 
based on many factors, and it is these factors which can dictate our 
actions. Killer robots may have all the intelligence, endurance, 
capacity and even virtual passion to fight a war but without the 
human logic, or in other words the understanding of the logical 
consequences of their actions, it will be very difficult to keep wars of 
the future within not only the legal limits but also within the planned 

extent of consequential destruction.  

LAWS OF WAR 

The laws of war are based on three certain universally accepted legal 
principles which are Military Necessity, Humanity and Honor. The 
laws of war are part of international law because they generally apply 
to conflicts involving two or more than two states as well as other 
international entities. In absence of a specific law for a given legal 
question, the principles of the laws of war can be used as a guide to 
judge the legal status of the said question.  

The first principle of the laws of armed conflicts is the principle of 
military necessity which” … permits measures which are actually 
necessary to accomplish a legitimate military purpose and are not 
otherwise prohibited by international humanitarian law. In the case 
of an armed conflict the only legitimate military purpose is to weaken 
the military capacity of the other parties to the conflict.”

 (8)
 The 

second principle is humanity, which is universally accepted because 
it helps prevent unnecessary suffering. The principle of humanity can 
be defined as the principle which declares illegal any unnecessary 
suffering of life and destruction of property which is more than what 

may have been required for a legitimate military purpose.  

The third principle providing an additional foundation for the laws of 
armed conflict is Honor, which is based on the historic cultural and 
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religious codes of honor among warriors from different parts of the 

world.
 (9) 

 

Anyone who violates these laws of armed conflict must be held 
responsible and punished. The laws of war are very clear and precise 
as possible, even though wars and conflicts are usually engulfed in 
chaos and most of the times it is very difficult to identify who did 
what to whom and how. It must be understood that the laws of war 
are not just limited to our own lives or lives of our children but they 
go way further. Our planet is our life estate

 (10)
 which means that our 

interest in our surroundings only lasts until the end of our life. We do 
not have complete ownership of our planet, so our actions should not 
make life more difficult and hard for generations to come. We are not 
allowed to damage or destroy our planet because it is also going to be 
the source of life and livelihood for generations to come. The legal 
principle applied to this scenario is called the principle of 

Intergenerational Equity.  

The principle of Intergenerational Equity can be defined as 
“Resources and assets (such as quality and diversity of environment) 
which do not 'belong' to any generation but are to be administered 
and preserved in trust for all future generations”. 

(11)
 This means that 

many of the weapons and tactics used by the armed forces today may 
be legal as far as the present impact of those munitions is concerned 
but they may have a far-reaching negative impact in the future 
without any seemingly obvious present negative impact today. The 
debate on the legality of nuclear weapons has never stopped or even 
scaled down since the detonation of the first atomic bomb. Even the 
act of testing such weapons of mass destruction has been declared 
illegal as well as morally wrong not only because of the present 

negative impact but also to preserve the planet for future generations.   
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DEPLETED URANIUM MUNITIONS   

A good example of such a weapon is the depleted uranium munitions. 
Uranium is a chemical element which is commonly found around us 
in very small quantities and even within our bodies. Its symbol is “U” 
and its atomic number on the periodic table is 92. It is a very dense 
element and is 65 % more dense then lead.

 (12)
 Uranium is natura lly 

radioactive and its isotope U-235 is used as nuclear fuel. U-235 is 
separated from other uranium isotopes in nuclear reactors and then 
the remaining product is left with only 0.2 to 0.4 percent U-235. 

(13)
 

The depleted waste product is called, depleted uranium or DU. 
Depleted uranium is very high in density which is 19.1 g/cm ^3, 

compared  

Figure 4. 105mm M900 Depleted Uranium Armor Piercing Fin Stabilized 

Discarding Sabot and Penetrated Armor 

To the density of iron which is 7.87 g/cm ^3. Additionally, depleted 
uranium can ignite on impact if the temperature exceeds 600 degree 
centigrade.

 (14)
 The density of depleted uranium and its ability to 

ignite on impact makes it one of the most lethal materials available 
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for use against certain military grade hard targets. Depleted uranium 
is used as a kinetic energy penetrator in anti-tank and anti-armor 
rounds. The depleted uranium rod is used as a very high speeding 
bullet against armored targets, which means that when the rod 
impacts the target it has an excellent ability to penetrate the armor 
and ignite the metal and turn it into a very hot gaseous ball inside the 
penetrated hull of a tank or other similar vehicles. This extremely hot 
gas kills everything inside the tank and the heat ignites any 

ammunition stored within the doomed vehicle.  

The penetration and ignition are good news for the attacker and bad 
news for the attacked, but as a result of this process the depleted 
uranium munitions leaves a very fine dust on and around the target. 
This dust stays in the air (and as is not limited to the same vicinity 
but moves around the environment with the help of common carriers 
such as air. The problem becomes very serious because depleted 
uranium is a nuclear waste material, is radioactive, and has a life span 
of almost 4.5 billion years.

(15) 
Since the First Gulf War in 1991, 

especially with the presence and scare of the Gulf War Syndrome, 
hundreds of studies have been conducted throughout the world by 
governments as well as institutions and private organization on the 
impact of depleted uranium munitions on living things. Published 
results have been very scary, especially those that indicate the 
conclusion that the radiation effects can transfer to unborn children 
through the genes of their parents for many generations. Depleted 
uranium munitions are an extremely dangerous environmental 
hazard, and the fact that it is very difficult to completely cleanse the 
environment of such hazard makes depleted uranium even more 

dangerous and illegal. 

CONCLUSION 

As is evident from the very brief analyses of artificial intelligence use 
in scenarios where there is no human in the loop as well as the use of 
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weapons which have a silent but very deadly effect not only on the 
contemporary generation but also on the generations who have not 
started life yet. War is chaos and confusion, and it is a stage of 
human interaction where logic and morality can easily give space to 
barbarism and basic animalistic tendencies to kill or be killed. even 
though all this can and does define war it is still in the best interest of 

our species not to lose our grip on morality and the just laws of war.  

Since the birth of conflicts humans have always been in the loop but 
now the time has come where the natural logic is being replaced by 
artificial logic in many arenas of war. In such a scenario, it is true 
that the artificial mind has a far more focused approach towards 
following commands. However, the human mind can decide when to 
follow and when not to follow a command, because to be followed, a 
command must be legal and justified. Following the illegal 
commands of a superior is not a defense to war crimes as is evident 
from Nuremburg trials post Second World War. With the increase in 
the use of robotics in war, it is becoming more important than ever to 
reevaluate the existing legal codes and practices regulating the 
conduct of warriors during armed conflict to protect not only the 

living but the unborn as well.   
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